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Agenda

• BLUF

• Understanding Export Requirements

• Translating Export Requirements to Local Cyber Security Frameworks

• Deep Dive on Controls

• Gotchas, tips and tricks.
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Note:
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• This presentation focuses on United States export requirements

• There are likely to be similarities between countries, but apply the same process to their 
requirements.

• I’m also not an expert on legislation. There may be additional requirements not covered here.

• This is based on our current view of the legislation and requirements. In this uncertain world, this 
is likely to change.

LEIDOS

• If you meet an Australian security framework already, you most likely meet the requirements for 
storage of Export Control Data.

• Controls from legislation map to AU security frameworks as per below.

BLUF
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CFR Reference AU Reference Mandatory/Best 
Practice

Encryption at Rest 22 CFR 120.54(a)(5)
22 CFR 120.54(b)

ISM-1080 Mandatory

Encryption in Transit 22 CFR 120.54(a)(5)
22 CFR 120.54(b)

ISM-0469 Mandatory

Access Control 22 CFR 120.55 ISM-1852 Mandatory

Data Tagging Implied PSPF-0063 Best Practice
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Understanding Export Requirements
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Key US Policy (1)
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22 CFR 120.54(a)(5) 
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Key US Policy (2)
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22 CFR 120.54(b)
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Key US Policy (3)
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22 CFR 120.55 & 22 CFR 120.56

7 8



5/16/2025

5

LEIDOS

What does that all mean?

Cyber Security for Export Control Data 9

• 22 CFR 120.54(a)(5):

– Encrypted

– FIPS 140-2 standard OR equivalent to AES-128

 

• 22 CFR 120.54(b):

– Encryption-in-transit AND 

– Encryption-at-rest;

• 22 CFR 120.55 & 22 CFR 120.56

– Access control for data and encryption material

– Specified approved users
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Translating Export Requirements to 
Local Cyber Security Frameworks
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Australian Context

• We have a number of Australian security frameworks

– Defence Industry Security Program

– Information Security Manual

• Independent Registered Assessors Program

• Essential 8

– ISO27001 Information Security Management Systems

– Australian Energy Sector Cyber Security Framework

LEIDOS

Key Australian Documents

12

Whole of Government 
Security Framework

Defence Specific Security 
Framework

Whole of Government 
Cyber Security 

Framework
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System Security Plan & Annex
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• The System Security Plan:

– Describes the architecture of the system

– People, Processes and Technology

– High level explanation of what security controls 
are implemented.

• The System Security Plan Annex:

– Describes each control in detail and its 
implementation details.
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Deep Dive on Controls
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Encryption at Rest
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Encryption in Transit
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ASD Approved Cryptographic Algorithms
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AES
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ASD Approved Cryptographic Protocols
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Access Control (1)
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Access Control (2)
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Optional Controls: Data Tagging
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Tips and Tricks
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Tips and Tricks
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• 1: Cloud Services Inheritance 

– Building off existing cloud services saves time, sustainment cost, and enables faster development

– Services that deliver to Australian Federal Government must also have a System Security Plan.

– They have also undergone an Independent Registered Assessors Program (IRAP) Audit.

– Ensure that the cloud providers do not have the encryption material, and they are not hosted in a 
proscribed country.

• AWS, Azure, Google, all allow external encryption management.

• 2. Know where you can store your data

– Organisations generally manage a register of their ICT systems

– You can use this to put together a list of “approved export control” storage facilities

• 3: Get to know your cyber security lead

– DISP, Information Security Manual, ISO27001 all define a dedicated person for management of security.

– Get to know them, understand what they manage, and get involved in their processes.
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• If you meet an Australian security framework already, you most likely meet the requirements for 
storage of Export Control Data.

• Controls from legislation map to AU security frameworks as per below.

BLUF
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CFR Reference AU Reference Mandatory/Best 
Practice

Encryption at Rest 22 CFR 120.54(a)(5)
22 CFR 120.54(b)

ISM-1080 Mandatory

Encryption in Transit 22 CFR 120.54(a)(5)
22 CFR 120.54(b)

ISM-0469 Mandatory

Access Control 22 CFR 120.55 ISM-1852 Mandatory

Data Tagging Implied PSPF-0063 Best Practice
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iain.c.dickson@au.leidos.com

https://www.linkedin.com/in/wan0net/
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THANK YOU / Q&A
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