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Note: BLUF

This presentation focuses on United States export requirements If you meet an Australian security framework already, you most likely meet the requirements for

. R . . storage of Export Control Data.
There are likely to be similarities between countries, but apply the same process to their L X
requirements. Controls from legislation map to AU security frameworks as per below.

I'm also not an expert on legislation. There may be additional requirements not covered here.

This is based on our current view of the legislation and requirements. In this uncertain world, this

s [ally o @hanee ! CFR Reference AU Reference Mandatory/Best
Yy ge. Practice

Encryption at Rest 22 CFR 120.54(a)(5) ISM-1080 Mandatory
22 CFR 120.54(b)

Encryption in Transit 22 CFR 120.54(a)(5) ISM-0469 Mandatory
22 CFR 120.54(b)

Access Control 22 CFR120.55 ISM-1852 Mandatory
Data Tagging Implied PSPF-0063 Best Practice
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Key US Policy (1)

22 CFR 120.54(a)(5)

Sending, taking, or storing technical data that Is:
Unclassified

Secured using end-to-end encryption;

Secured using cryptographic modules (hardware or software) compliant with the
Federal g Standards Pul 140-2 (FIPS 140-2) o its

Understanding Export Requirements

cedures and controls that are in accordance with guidance
provided in current U.S. National Institute for Standards and Technology (NIST)
publications, or by other cryptographic means that provide security strength that s at
least compatable to the minimum 128 bits of security strength achieved by
Advanced Encryption Standard (AES-128); and

Not intentionally sent to a person in or stored in a country proscribed in § 126,
chapter or the Russian Federation; and

Note 1to paragraph (a)(5){iv): Data in-transit via the intemet is not deemed to be stored

Not sent from a country proscribed in § 126.1 of behapter or the Russian
Federation;
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Key US Policy (2)
22 CFR 120.54(b)

For purposes of this st end-to-end encryption is defined

)| The provision of cryptographic protection of data, such that the data is no
rm, between an originator (or the originator's in-country

ipient (or the reciplent's in-country security boundar

i) The means of decryption are not provided to any third party

The originator and the intended recipient may be the same person. The intended recipient

must be the originator, a U.S. person in the United States, or a person otherwise authorized
hnical data, such as by a license or other approval pursuant to this

LE00s
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Key US Policy (3)

22 CFR120.55 & 22 CFR 120.56
§120.55 Access information.

Access information’ Is information that allows access to encrypted technical data subject
hapter In an unencrypted form. Examples include decryption ke
and passwords

network acce:

§120.56 Release.
&) Release. Technical data is released through

1) Visual or other inspection by foreign persons of a defense articl
to a foreign person

al or written exchanges w ign persons of technical da
abroad;

use of access Information to cause or enable a foreign person,

jew, Of possess unencrypted technical data; or

The use of access Information to echnical data
unencrypted form.

b) Provision of access information. Authorization for a release of technical da
is required to provide access information to that foreign person, if that access information can

cause or enable access, viewing, or pos echnical data.
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What does that all mean?

22 CFR 120.54(a)(5):
Encrypted
FIPS 140-2 standard OR equivalent to AES-128

22 CFR120540b) Translating Export Requirements to

Encryption-in-transit AND

Local Cyber Security Frameworks

22 CFR 120.55 & 22 CFR 120.56
Access control for data and encryption material
Specified approved users




Australian Context

We have a number of Australian security frameworks
Defence Industry Security Program
Information Security Manual
Independent Registered Assessors Program
Essential 8
1SO27001 Information Security Management Systems

Australian Energy Sector Cyber Security Framework
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11

12

Key Australian Documents

Whole of Government
Security Framework

Defence Specific Security
Framework

Information Security
Manual

Whole of Government
Cyber Security
Framework
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System Security Plan & Annex

The System Security Plan:
Describes the architecture of the system
People, Processes and Technology

High level explanation of what security controls
are implemented.

The System Security Plan Annex:

Describes each control in detail and its
implementation details.
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Deep Dive on Controls
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Encryption at Rest

Encrypting data at rest

When encrypfion is opplied 10 dato a rest f prowdes an additionad kayer of defence ogoms! unauthorised occess by
malicious 50, it is important that full disk encryption is used as if provides a greater level of protection
than file & ption, This is due 1o the fact that while file-based encryption moy encrypt individuol files, there is the
possibity that unencrypled copies of files may be left in temparary locations used by an operating system W

selecting cryplogrophic equpment or saftware for this purpose, The level of assurance required will depend on the

sensitiwty or classification of the ¢

Control: ISM-1080; Revision: 5; Updated: Jun-22; ility: NC. OS, P, 5, TS: ight: NA

An ASD-Approved Cryptographic Aigorithm (AACA) or high assurance eryplographic ak ssexs when encrypling

media.

Controt: ISM-0457; Revision: 9; Updated: Mar-22; Applicability: OS, P; Essential Eight: NA
Cryprographic equipment ar soffware that has completied a Common Creric evaludtion against o Profection Profie s

used when encrypting media hat contains OFFICIAL: Sensifive or PROTECTED data.

: Revision: 1; ility: S, TS;

f when encrypiing media that canfains SECRET or TOP SECRET

Control: ISM-0459; Revision: 4; 0S, RS, TS,

NA

ol sk ench where access controls willony allow writing o the encrypted parfition, is

implemer encrypting doto ot rest.
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Encryption in Transit
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Encrypting data in transit

When data is communicated over network infrastructure, encryption should be used o protect the data from
inauthorised access or manipulation. When selecting cryptographic equipment or software for this purpose, the lev
assurance required will depend on the sensitivity or classification of the data and the enviconment in which 1 1s being

applied.

Control: ISM-0469; Revision: 6; Updated: Jun-22; Applicability: NC, OS, P, S, TS; Essential Eight: N/A

An ASD-Approved Cryptographic Profocol (AACP) or high assurance cryptographic protocol s used to protect data when

lcommunicated over network infrastructure.

Control: ISM-0465; Revision: 9; Updated: Mar-22; Applicability: OS, P; Essential Eight: N/A
Cryptographic equipment or software that has completed a Common Criteria evaluation against a Protection Profile is
used fo protect OFFICIAL: Sensitive or PROTECTED data when communicated over insufficiently secure networks, outside

of appropriately secure areas or via public network infrastructure.

Control: ISM-0467; Revision: 12; Updated: Sep-25; Applicability: S, TS; Essential Eight: N/A
HACE 1s used 1o protect SECRET and TOP SECRET dato when communicated over insutficiently secure networks, outside of

appropriately secure areas or via public network infrastructure.



ASD Approved Cryptographic Algorithms

ASD-Approved Cryptographic Algorithms

Dife Hefkman (D40 for agreeng on encryphion session keys
EMptic Curve Diffie-Heliman (ECDH) for agresing on encrypion session keys
ENptic Curve Digital Signature Algorthm (ECDSA) for digitl signafures

Modiue Lothce Based Digital Signature Algorthm (MLDSA)
Modude-Lotrice- Based Key Encapsusaion Mechonism (ML-KEM) for encapss

The ony opproved hashing cigorithm for general purpose Use is Secure Hashing Algonthm:2 Jowerer,Secure

b § (S5, inclucing s extendatie-output fanchior

here 0 of ke sizes for o cryphogrophvc akgorithm, some key sizes are ot approved 03 hey are
gt cument aTCks of o 01 Provick G GKGUATe Scfefl MCrHN OGN posule e GHGCKS, For excmple
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Using symmetric cryptographic algorithms

When using AES, @ key size of 128 bits provides 128 bits of effective security strength, with larger key size
and reasons, AES-128 and AES-192 will not

bits of effective security s However, for

approved beyond 2030,
The use of Electronic Codebook Mode with block ciphers allows repeated pattems in plaintext to appear as repeated
patterns in ciphertext. Most plaintext, including written language and formatted files, contains significant repeated
patterns. As such, malicious actors can use this to deduce possible meanings of ciphertext. The use of other modes, such
Cipher Block Chaining. Cipher Feedback, Galois/Countes Mode or Output Feedback, con prevent such attacks
although each has different properties which can make them inappropriate for certain use cases. AES is the only

approved symmetric cryptographic algorithm.

NC, OS,P.S;
ferably AES-256

(Control: ISM-1769; Revision: I; Updated: Dec-24;
When using AES for encryption, AES-128, AES-192 or AES-256 is used, pre

Control: ISM-1770; Revision: 0; Updated: Mar-22; Applicability: TS Essential Eight: N/A
When using AES for encryption, AES-192 or AES-256 is used, preferably AES-256.

Control: ISM-0479; Revision: 5; Updated: Dec-2I; Applicability: NC, OS, P, S, TS; Essential Eight: N/A
ric cryplographic algorithms are not used in Electronic Codebook Mode.
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ASD Approved Cryptographic Protocols

ASD-Approved Cryptographic Protocols

There is no guarantee of a protocol’s resistance o currently unknown attacks. However, the protocols listed in this section
have been extensively scrutinised by industry and academic communities in a proctical and theoreticol setting. Approval
for the use of the protocols listed in this section is limited 1o cases where they are implemented in accordance with these

quidedines.
The AACPs are

Transport Layer

« Secure Shell (SSH)

« Secure/Mullipurpose Infernet Mail Extension (S/MIME

+ OpenPGP Message Format
« Internet Protocol Security (IPsec
« Wi-Fi Protected Access 2

« WiFiProtected Access 3.

LE00s
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Access Control (1)
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Unprivileged access to systems

Personnel seeking access 1o systems, applications and data repositories should have o genuine business requirement

validated by their manager or another appropriate authority

Inaddifion Jaing and anal ged aceess events can assist in monitaring the securify posture of
systems, detecting malicious behaviour and contributing fo investigations following cybrsecurity incidents.

Controt: ISM-0405; Revision: 7; Updated: Dec-21; Applicability: NC, OS, P, 5, TS; ight: NA

Requests for unprvileged access fo systems, applications and data repositaries are validated when first requested

Control: ISM-1852; Revision: 0; Updated: Jun-23; Applicability: NC, OS, P, 5, TS; Essential Eight; NA

I €ess 10 Systems, ap clet limited fo only what is required for users ond

services fo undertake their duties.

Control; ISM-1566; Revision: 3; Updated: Dec-23; Applicability: NC, OS, P, 5, TS; Essential Eight: NA
Use of unprivileged access is centrafly logged

10
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Access Control (2)

Recording authorisation for personnel to access systems

Optional Controls: Data Tagging

95  Security Caveats and Accountable Material
Retaining records of system account requests will assist in maintaining personnel accountability. This is needed fo ensure
there is a record of all personnel authonsed to access a system, their user identification, their agreement 1o abide by
usage policies for the system and ifs resources, who provided the authorisation for their access, when heir authorisation in addtior
was granted, and when their access wos last reviewed. TPPESr Wiy ey

Control: ISM-0407; Revision: 5; Updated: Sep-23; Applicability: NC, OS, P, S, TS; Essential Eight: NA

A secure record is maintained for the iife of each system covering the following for each user

srmation that re
their user identification
their signed agreement 1o abide by usage policies for the system and ifs resources

£ e ntrolling autharity, responsible for managng and admirsstering the
who provided authorisation for their access

when their access was granted Requirement 0063 | INFO | All entities | 31 October 2024

the level of access that they were granted

when their access, and their level of access, was last reviewed

Requirement 0064 | INFO | All entities | 31 October 2024
when their level of access was changed, and fo what extent (if applicable)

when their access was withdrawn (if applicable)

LE00s
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Tips and Tricks

1: Cloud Services Inheritance
Building off existing cloud services saves time, sustainment cost, and enables faster development
Services that deliver to Australian Federal Government must also have a System Security Plan.

They have also undergone an Independent Registered Assessors Program (IRAP) Audit.

Ensure that the cloud providers do not have the encryption material, and they are not hosted in a

Ti pS a n d Tri C ks proscribed country.

AWS, Azure, Google, all allow external encryption management.
2. Know where you can store your data
Organisations generally manage a register of their ICT systems
You can use this to put together a list of “approved export control” storage facilities
3: Get to know your cyber security lead
DISP, Information Security Manual, ISO27001 all define a dedicated person for management of security.
Get to know them, understand what they manage, and get involved in their processes.

Le0os 5 o 23 LEIbos
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If you meet an Australian security framework already, you most likely meet the requirements for
storage of Export Control Data.

Controls from legislation map to AU security frameworks as per below.

Encryption at Rest 22 CFR 120.54(a)(5) ISM-1080 Mandatory
22 CFR 120.54(b)

Encryption in Transit 22 CFR 120.54(a)(5) ISM-0469 Mandatory
22 CFR 120.54(b)

Access Control 22 CFR120.55 ISM-1852 Mandatory °
Data Tagging Implied PSPF-0063 Best Practice iain.c.dickson@au.leidos.com

https://www.linkedin.com/in/wanOnet/

e s e | THANK YOU / Q& A-

LE00s or Expo 2 LEDOS.
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